ABSTRACT
1.
A customer calls or emails a sales representative to place a sales inquiry. If the customer is a new customer, the sales representative must create a master file for the customer.
2.
After the inquiry is created and the customer receives the quoted price, the customer will then place an order with an sales representative authorizing the creation of a sales order. 3.
After the sales order is created, the next step is for the goods to be picked by an warehouse employee to fill the order. 4.
The goods are then transferred out for delivery by the shipping personnel. 5.
The customer receives the goods and is invoiced by the billing department. 6.
The customer makes payment after receiving the goods and the invoice, and the accounts receivable clerk clears the customer's account.
As Controller, Mr. Weber knows the importance of segregation of duties and how good segregation of duties can mitigate risk to the firm. He thinks that his internal audit team has done a good job testing the segregation of duties. He decides to pull up a randomly selected employee within the ERP system, in order to analyze the steps the employee is allowed to perform within the process of taking a customers order to collecting the cash from that customer. Mr. Weber's main concerns are that the custody of the assets involved in the sale, the authorization of the transaction, verification of the transaction and the recording of the transaction are duties that are divided up amongst a number of employees.
Mr. Weber pulls up a listing of the roles assigned to Rob Smiley, an accounts receivable accountant. The first role that comes up, with no surprise to Mr. Weber, is that of the accounts receivable accountant. In this role, Rob Smiley has the ability to change or reverse entries made to accounts receivable, process customer payments, process invoices, and view various accounts receivable reports. Further inspection shows that Rob Smiley is also assigned a role that allows him to process sales orders. Another role assigned to him is that he has the ability to create a transfer order as well as change the customer master file.
One of the key internal controls under the COSO framework is supervision. As Controller, Mr. Weber plays an important role in this aspect as he is responsible for overseeing all of the controls the company implements. Mr. Weber wonders if there is a benefit to using an ERP system to achieve this control. He decides to inspect one of the journal entries created in the revenue cycle and see what information is logged about the person who made the entry, and to independently verify that the transaction was properly recorded.
PURCHASES TO PAYABLES
In order to make the products that StarSearch Technologies sells, it must procure the materials that go into making the product. Computers have hundreds of different components of hardware such as the screen, hard drive, motherboard, power supply, speakers, sound card, keyboard, and the list goes on and on. The steps for the process 1.
As inventory levels for a given component (hard drives for example) reach a certain level, an inventory manager alerts the purchasing department via purchase requisition that materials are needed.
2.
A purchasing clerk uses the purchase requisition in order to prepare a purchase order. Upon completion the same employee sends the purchase order to the correct vendor. 3.
The components are shipped from the vendor to the receiving dock of StarSearch Technologies. 4.
Receiving department personnel inspect the goods and mark the quantity and condition of the goods received. 5.
An inventory management clerk matches the goods receipt information with the purchase requisition to make sure that the correct amount and type of components were ordered. 6.
The invoice from the vendor is sent to the Accounts Payable department. 7.
The Accounts Payable accountant matches a copy of the purchase order to the invoice. After the amounts are verified the voucher is sent to the Cash Disbursements Department. 8.
The Cash Disbursements Clerk checks over the vouchers and then writes a check which is then mailed to the vendor.
Since Mr. Weber was not pleased with his findings on segregation of duties in the order entry to cash process, he decides it may be a good idea to take a look at the controls he has in place for the purchases to payables system. Since he is planning on enlisting the help of some very talented consultants, he finds that it is wise to explore the purchases to payables system for adequate segregation of duties, since it involves cash going out the door. Once again, he decides to select an employee within the ERP system that he knows works in the purchases to payables cycle to see if there are any conflicting duties.
Mr. Weber selects an accounts payable accountant named Mary Baylor. He decides to follow the same process as before and pulls up all the roles that Mary is authorized to perform within the system. The first role he notices is the most obvious one of accounts payable accountant. This role allows Mary Baylor to process invoices, process payments, process checks, correspond with vendors, and pull up accounts receivable reports. Mr. Weber finds some other roles also authorized to her username. He noticed that she is authorized as a buyer within the system. This allows her to process purchase orders, solicit vendor quotes, and maintain the data in the vendor's file.
Mr. Weber asks the accounts payable accountant to show him how she utilizes the ERP system in order to debit the accounts payable account and credit the cash each for the amount used to pay the balance for the monthly rent. The company has a process in which the accounts payable accountant is supposed to go into a random sampling of journal entries each week to make sure that they are entered correctly and by the right person. The ERP system adds real value in this process in that it records electronically the user ID of the person who created the journal entry, as well as the time and date at which it was created.
APPENDIX A -ILLUSTRATING SEGREGATION OF DUTIES WITHIN SAP
SAP has preconfigured user roles built within the system that are ready to be assigned to user ID's. Roles have specific authorizations assigned to them. Follow the instructions below to see how to display different preconfigured user roles that are in the system:  Enter Transaction Code: PFCG  Click on the Views button and select Comp. Roles  Find the role SAP_WP_AR_Accountant and click on it to bring up an explanation of that users tasks and abilities within revenue cycle.
 Then find the role SAP_WP_AP_Accountant and click on it to bring up an explanation of that users tasks and abilities, specifically within the purchases to payables cycle.
APPENDIX B -ILLUSTRATING SEQUENTIAL AUTHORIZATIONS WITHIN SAP
In SAP, there is a great display of sequential authorizations. In both the revenue cycle and purchases to payables cycle, one step cannot be done unless the step prior to it is done completely and accurately.
Follow the steps below to demonstrate sequential authorization in the revenue cycle.

Enter Transaction Code: VA03 (Display a sales order)  Enter a sales order number for a sale that has been completed in the Order field and hit enter.
 Click the display document flow icon in the upper left hand corner of the sales order ( ).
The document flow will appear as shown below:
 The Document flow shows each step that was completed within the revenue cycle. Note the status "not cleared" indicates that cash has not yet been collected on the receivable generated by this sale.
Follow the steps below to demonstrate sequential authorization in the purchases to payables cycle. A credit limit has now been set for your customer. Therefore, when an amount is posted to this account for greater than the credit limit a warning message appears automatically from the system informing the person entering the sale that it is above the credit limit.
Enter Transaction Code: FD33 (Customer Credit Management Display)  Enter your customer number and control area 3000  Check all of the boxes and hit Enter 
The following screen will appear:
This screen provides an overview of the credit management for a given customer. You will notice the Credit Limit as well as the Credit Exposure. There is then a percentage provided to show the Credit Limit Used.
APPENDIX C -ILLUSTRATING SPECIAL AUTHORIZATIONS AND THE SPECIAL LEDGER IN SAP
In SAP, there is also a special authorization which can be illustrated. The scenario below illustrates the write-off of a receivable which is a special authorization within the revenue cycle.  On the next screen, click the button.  A pop-up will appear in which the document number for the accounting document will need to be double clicked.

The journal entry is shown below:
APPENDIX F -ILLUSTRATING SUPERVISION WITHIN SAP
Everything that is done within SAP is logged. In Appendix C the accounting records were accessed. With the click of a button, a screen can be brought up to show who created the record, when it was created, and even what terminal it was created from.
The process is the same for both the revenue cycle and the purchases to payable cycle. Near the top, there will be a row of icons. The icon that shows information necessary for adequate supervision is an icon that looks like a hat:
Clicking the hat icon will bring up a screen as shown below:
